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1.0 Introduction

This document is to help QUEST 3+ users to how to use their Digital Certificate in a form of USB
Token with QUEST 3+ application.

For QUEST 3+, Digital Certificate is use for the following functions:

1-

2-

Digital Certificate Authentication
Digital certificate is used for user authentication to give assurance & provide a means of
providing an identity in electronic transactions.

Digital Signing
Digital Signing is used to make sure integrity and authenticity of data/form that are submit
through QUEST 3+.

2.0 Requirement

The following are the pre-requisites before first time installation can be proceed:

1-

Valid Digital Certificate (USB Token)
Only following Digital Certificate Issuer can be used with QUEST 3+:
a- MSC Trustgate Sdn Bhd
b- Digicert Sdn Bhd (only allowed for existing QUEST 3 & QUEST 2 users)

Valid membership QUEST 3+ account
Only approved membership account are allowed to proceed with Digital Certificate
Authentication.

PC/Notebook with Windows operating system and broadband connection
Only Windows operating system are support driver for USB Token.

Supported Internet Browsers
Because of Digital Certificate using JAVA applet on authentication, only following browser
are supported (beta version is not supported):

a- Motzilla Firefox version 45 and above

b- Internet Explorer 10 and above

Java Runtime Environment (JRE)
Recommended to remove/uninstall old version Java before install a new version.
Latest Java version 8 and above can be download at https://java.com/en/download/
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3.0 Installation & Configuration

3.1 Install Java Runtime Environment (JRE)

To install JRE please proceed to following step:
1- Open JavaSetup file

Java Setup - Welcome . X

:;f Java

==t

Welcome to Java

Java provides access to a world of amazing content. From business
solutions to helpful utilities and entertainment, Java makes your Internet
experience come to life.

Note: No personal information is gathered as part of our install process.
Click here for more information on what we do collect.

Click Install to accept the license agreement and install Java now.

[] Change destination falder | Cancel | [ nstall=

2- Click Install (please wait while Java being download)

Downloading Java Installer X

Downloading Installer Estimated time left: 8 min 38 sec
— |

Java is found everywhere - on maobile phones, desktop computers, Blu-ray
Disc players, set top boxes, and even in your car.

By installing Java, you will be able to experience the power of Java, brought to
you by Cracle.

Visit us at java.com

3- Click Next button

Java Setup X

Get the best of the web with Yahoo

O Recommended: Set'yahoo as your homepage and default search
engine on all browsers, plus get a custom new tab page on Firefox
and Chrome.

® Do naotupdate browser setings:

By clicking "MNext" and accepting the recommended vahoo Search offerings.
wouruse is subjectto the Yahoo Terms and Conditions and Privacy Policy.
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4- Java will be install

Java Setup - Progress —

Status: Installing Java

—

3 Billion

Devices Run Java

(\.'
= Iava" #1 Development Platform m

5- Click Next button

Java Setup - Restore Security Prompts —

Restore Java security prompts

Some Java security prompts have been hidden when you selected the
'Don't show this again' option. You can improve the security of your
personal information by restoring these prompts every 30 days.
More information

Restore Java security prompts

6- Java installation has been success. Click Close button.

Java Setup - Complete = >

\/ You have successfully installed Java

You will be prompted when Java updates are available. Always install
updates to get the latest performance and security improvements,
Maore about update settings

When you click close, your browser will be opened so you can verify that
Java is working.

Back | I Close
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3.2 Configure Java

To configure Java please proceed to following step:

1-

Open ‘Configure Java’ app at Windows Application/Program and click ‘Security’ tab

| £| Java Contral Panel — X

General Update Java Efl—""f\.';.é Advanced

Enable Java content in the browser

Security level for applications not on the Exception Site list

() Very High

Only Java applications identified by a certificate from a trusted authority are allowed to run,
and only if the certificate can be verified as not revoked.

@) High

Java applications identified by a certificate from a trusted autherity are allowed to run, evenif
the revocation status of the certificate cannot be verified.

Exception Site List
Applications launched from the sites listed below will be allowed to run after the appropriate security

o add items to

Edit Site List..,

Restore Security Prompis Manage Certificates...

_ Cancel | Apply

Click Edit Site List button

<] Exception Site List =
pi

Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts.

Click Add to add an item to this fist.

“ly FILE and HTTP protocols are considered a security risk.
\We recommend using HTTPS sites where available.

oK Cancel

3- Click Add button and key-in https://quest3plus.bpfk.gov.my:8443. Click OK button

| £| Exception Site List )

Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts.

Location
ttps: f/quest3plus.bpfk. gov.my: 8443

Add | | Remove

¥y FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available,

5] (o]
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5-

Your Java Control Panel will look like below. Click OK button to finish configuration

| £ Java Contral Panel — X

General Update Java Security  Advanced

Enable Java content in the browser

Security level for applications not on the Exception Site list

() Very High

Only Java applications identified by a certificate from a trusted authority are allowed to run,
and only if the certificate can be verified as not revoked.

(®) High

Java applications identified by a certificate from a trusted autherity are allowed to run, even if
the revocation status of the certificate cannot be verified.

Exception Site List
Applications launched from the sites listed below will be allowed to run after the appropriate security

prompts.
hitps:f/quest3plus. bpflc.gov.my:8443 A~
v
Restore Security Prompts [ Manage Certificates. ..
oK | .. Cancel Apply

Close or restart any opened browser.



4.0 Login to QUEST 3+

4.1 Ready to login

To login for the first time, please proceed to following step:

1- Make sure your USB Token already plug-in on your PC/Laptop with Token driver is
installed

2- Open https://quest3plus.bpfk.gov.my on supported browsers

3- Key-in a valid Username and Password for QUEST 3+ membership account

4- If your membership account is valid, QUEST 3+ will request your Token PIN no.

Key-in your Token PIN no.

& CERTIFICATE AUTHENTICATION

5- QUEST 3+ will authenticate your PIN No. Please wait...

I’.
¢ &

‘.

Digital Certificate Authorisation In Progress
Please wait...
Powvered by TRUSﬂGATE

6- Tick on checkbox and click Run button.
Note:
- Recommend to tick the checkbox to avoid this pop-up to show again next time on
your login process.
- Ifyou click Cancel button, please repeat from step 1 again.

x
Do you want to run this application?
Name: PKIAuthApplet.Main
“é’ > Publisher: MSC Trustgate.com Sdn. Bhd.

Location:  htips:/fquestplus.bpfk.gov.my:8443

This application will run with unrestricted access which may put your computer and personal
information at risk. Run this application only if you trust the location and publisher above.

and location above

E More Information Cancel
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7- QUEST 3+ will inform you if Digital Certificate on your USB Token is valid.

@ CERTIFICATE AUTHENTICATION

Name Muhamad Hazree

Certificate Validity

St D siry D
MyKad/PassportNo. 111111111111 e Done Expiry Date

-10-201 30-10-
Company Name PERSADA DIGITAL 30-10-2015 30-10-2016

Pawsred by TRUSYGATE

Please ciick to proceed

5.0 Troubleshooting

5.1 Long time loading on Digital Certificate Authorisation progress

There are a few possibility of incorrect configuration if you experience this issue. Please
follow below step to fix this problem.

5.2 Java not install or not updated

To verify Java software is installed with latest version:
a- Go toJava portal at https://java.com and click ‘Do I have Java?’ link

Download  Help

JAVA+YOU,
DOWNLOAD
TODAY!

Free Java Download

» What is Java? » Dolhave Java? » Need Help? » Uninstall

b- Click Verify Java version button
Verify Java Version

Check to ensure that you have the recommended version of Java installed for your operating system.

Verify Java version

c- If youinstall Java properly, this screen will be display
Verified Java Version

o Congratulations!
You have the recommended Java installed (Version & Update 91).
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5.3 Java not configure properly

To configure Java, please refer section 3.3 Configure Java above.
5.4 Browser don’t have Java Plug-in

Please check if you browser have Java plug-in installed and enable.
For Mozilla Firefox version 45 and above:

a- Goto Tools > Add-ons (or click Ctrl + Shift + A).
b- Make sure Java™ Platform is available and set to Ask to Activate

=l o x
& Add-ons Manager x4+

€ Orir about:addons

Q
o3
o]
a
*
>
®
n

Check to see if vour plugins are up io date

& Java(TM) Platform SE 8 U91 i

Ask to Activate e

YeArance

Next Generation Java Plug-in 11.91.2 for Mozilla browsers  More

Plugins . Microsoft Office 2013

Askto Activate ¥
The plugin allows you to have a better experience with Mi...

For Internet Explorer browser version 10 and above:
a- Go to Tools > Manage add-ons
b- Make sure Java Plug-in is available

Manage Add-ons x
View and manage your Internet Explorer add-ons
Add-on Types MName Publisher Status Architecture Lo ™
z 5 Oracle America, Inc.

@ Toolbars and Extensions

Java(tm) Plug-In 2 55V Helper Oracle America, Inc. Enabled 32-bit ot
2 e Prieilers Java(tm) Plug-In S5V Helper QOracle America, Inc. Enabled 32-bit 0.0
[ Accelerators | Javs Plug-in 11.91.2 Oracle America, Inc. Enabled 32-bit |
® Tracking Pratection Symantec Corporation

Symantec Yulnerability Protection Syrmantec Corporation Disabled 32-bit

5.5 Allow Java to be run

Make sure you allowed Java to be run when it required any permission.
For example: Click Run button

- Recommend to tick the checkbox to avoid this pop-up to show again next time on
your login process.

- Ifyou click Cancel button, please repeat from step 1 again.

x
Do you want to run this application?

Name: PKIAuthApplet.Main
= Publisher: MSC Trustgate.com Sdn. Bhd.
Location:  htips://quest3plus bpfk.gov.my:8443

This application will run with unrestricted access which may put your computer and personal
information at risk. Run this application only if you trust the location and publisher above.

[ Do and jocation above

E More Information Cancel

10
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5.6 Java Application Blocked

If your Java is not properly configure, this screen will be appear

Java Application Blocked o
Application Blocked by Java Security ng
|'—_ ]

For security, applications must now meet the requirements for the High or Very High security
settings, or be part of the Exception Site List, to be allowed to run.

More Information

Name: PKIAuthApplet.Main
Location: htips:/fquest3plus.bpfk.gov.my: 8443

‘four security settings have blocked an application from running due to missing a

Hed "Permissions” manifest attribute in the main jar.

To configure Java, please refer section 3.3 Configure Java above.
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